Risk management
At Nedap, risk management is an essential element of the business strategy.

Risk appetite

The overriding risk management objective is to identify and mitigate

Nedap specifically tries to strike a balance between acceptable risk on the

risks with a potential major impact on achievement of our strategic and

one hand and entrepreneurship and long-term value creation on the other.

financial goals, and therefore on the overall value of our business. Ultimate

Nedap’s risk appetite in terms of proposition development and commercial

responsibility for risk management lies with the Board of Directors.

initiatives is moderate to high. But when it comes to compliance with
legislation and regulations, Nedap’s risk tolerance is zero, whereby Nedap

Fulfilment of this board responsibility and the organisation of risk

respects the spirit of the law. The chart below shows Nedap’s risk appetite

management have been brought into line with the corporate culture. Nedap

by risk category.

has a culture of entrepreneurship where employees’ personal responsibility,
independence and ownership come first. There is a firm belief across the

Category

Risk appetite

organisation that such ownership leads to optimum risk management.

Strategic risks

High

The Board of Directors, managers, as well as Supervisory Board members,

Operational risks

Moderate

play a key role in this respect. They are the guardians of a culture where

Financial risks

Low

everyone feels empowered and free to handle risks responsibly.

Compliance risks

Low

This is inspired by the firm belief that Nedap has a workforce of highly

Risk management and control systems

competent specialists who have the kind of skills and experience needed

Risk Management Framework

to be able to anticipate the consequences of their actions and decisions.

Nedap has formal and informal frameworks in place for responsible risk

Strategic and operational decisions are targeted at creating sustainable

management. These are based on the Nedap Risk Management Framework

value, which implies that decisions take long-term effects into account.

that was adopted by the Board of Directors and the Supervisory Board.

At the same time, this prevents decisions being made that serve only

The culture of entrepreneurship leads to widespread interaction within and

short-term gains and destroy value in the longer term. The benefit of this

between teams, business units and the Board of Directors, creating a solid

approach is that it ensures that risk management is solidly integrated

system with strong informal checks & balances. These informal checks and

into and inextricably linked to operations.

balances are supplemented with formal procedures and controls wherever
these are compulsory or deemed useful.
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The Nedap Risk Management Framework identifies correlations between

Level of control 3. Vital Operation.

enterprise risk and the internal control system. The Nedap Risk Management

This is when a risk materialises that may have very serious consequences for

Framework contextualises all COSO principles for Nedap and links them to

a business unit and can cause substantial losses for the company as a whole.

business processes, procedures and available data. The COSO Framework

Such a risk must also be countered by implementing the risk management

published in 2017 was used as the guiding principle.

processes. In this kind of situation, the Board of Directors must receive a
comprehensive report on the risk, fallout and process implemented as soon

Levels of control

as possible. The Board of Directors will decide on a possible follow-up in

The Nedap Risk Management Framework recognises three levels of control

such situations.

based on the extent of impact on the organisation and its operations.
Financial management system
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Level of control 1. Normal Operation.

Nedap has an adequate and effective financial management system.

Whenever a risk manifests itself, and the impact of this risk is not critical

Key components are the budgeting system and the financial reporting

or vital for the company or one of the business units, the consequences

system that track both progress and actual outcomes of the company’s

will be dealt with or repaired by those involved as they see fit.

operating activities.

Reporting the situation to the Board of Directors at incident/operational

The financial management system is designed to:

level is not necessary.

•

test actual progress and performance against the objectives

•

enable management to retain control over responsibilities delegated
to others

Level of control 2. Critical Operation.
This level of control relates to risks that potentially cause substantial

•

manage cash and cash-equivalent flows within the organisation

losses for a business unit or damage the company as a whole. Occurrence

•

identify and restrict risks

of such risks must trigger application of the processes that Nedap uses

•

prevent fraud

for risk management. The Board of Directors must be notified of the risk
management process that was used to deal with the risk in question.

Budget

The Group Controlling department in Groenlo plays a leading role in terms

The managers of the various business units set out their visions each year

of financial management. This department ensures that the administrative

in the budget. This includes, on the basis of the financial objectives, plans

organisation and data processing are sufficient to ensure uniform and correct

relating to the market, R&D efforts, staffing and capital investments.

handling of all financial and business matters. The department has set up

These plans have been translated into a financial estimate of revenue,

a uniform reporting system (including explanatory notes) that is designed

added value, operating costs, results and investments. Based on this and

to supply the information required by the leadership team. They make

other input, the Board of Directors presents an outlook for the coming years

sure that this report is made available correctly, in time, and in full, while

to the Supervisory Board, setting out the company strategy and providing a

also assessing the administrative organisations with a focus on preventing

breakdown of figures in a budget for the coming year, as well as forecasting

possible fraud.

expected developments for the foreseeable future, all on the basis of
knowledge available at the time.

This department furthermore holds operational responsibility for financing,
cash management, currency management and taxes. On such matters, they

Management and financial reporting systems

have timely and regular consultations with the Board of Directors.

There is extensive monthly financial reporting to the Management Board
on the actual state of affairs compared to the budget and the previous year

The Group Controlling department is in charge of the risk management

(the financial report for the month of July is limited to a revenue report). In

process globally, which sees them work closely together with teams of

addition to this formal reporting system, a regular exchange of information

employees in both the Netherlands and other countries. The external auditor

takes place between the Board of Directors and the business units. This is

acts as objective assessor of the above process for the parts relevant to the

made easier by the fact that the Board of Directors and management are

audit of the financial statements.

based in Groenlo. With the same frequency, the Board of Directors reports
to the Supervisory Board on actual performance versus the budget and

Financial instruments

performance in the previous year. Aside from that, the Board of Directors and

Credit risk

leadership team have specific consultations before making final decisions,

Credit risk is the risk of financial losses for Nedap due to non-compliance

in the interest of Nedap as a whole, on significant market-related matters,

with payment obligations on the part of a customer or counterparty. Credit

large investments, the progress of R&D projects and staff appointments.

risks arise in particular on receivables from customers. Nedap reduces this
risk by insuring trade receivables where possible. The risk of non-payment
then lies largely with the credit insurance company. If possible, security
is requested from trade debtors who cannot be insured. If necessary,
a provision for doubtful debts is formed.

3

The group assesses its receivables without credit risk insurance on an

Market risk

individual basis, while the expected credit loss model has been applied

Nedap reduces its market risk by operating in different geographical markets

for those receivables without credit risk insurance that have not been

and areas of application with different products.

revalued downward.
Capital management
Liquidity risk

Nedap strives for a conservative financing structure reflected

Liquidity risk is the risk that Nedap cannot meet its financial obligations when

by a solvency ratio of at least 45% and net debt/EBITDA of a maximum of

they become due. Nedap reduces this risk by maintaining sufficient access to

1.5. Temporary deviation from this target figure is possible for strategic

capital. In this respect, an ample credit facility running through to April 2026

reasons. In 2020, these ratios were 62% and -0.4 respectively (61% and

has been taken out, whereby the total facilities of €44 million (including

-0.2 in 2019).

temporary facilities of €5 million in the period from April to September)
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are not subject to covenants. Nedap uses a target net debt/EBITDA of a

Policy and guidelines

maximum of 1.5, whereby deviations from this target figure are possible

To uphold a culture of integrity and ethical behaviour, Nedap has laid down

only if necessary for strategic reasons. Note 24 goes into liquidity risk in

a number of rules in the Nedap Code of Conduct. Nedap also operates a

greater detail.

whistle-blower policy that allows current and former employees, as well as
others working for Nedap, to raise concerns and report wrongdoing internally.

Currency risk
Nedap reduces the currency risk by restricting the size of transactions

Applying worldwide to all business units and consolidated subsidiaries, the

in foreign currencies and, if necessary, hedging these risks. For the most

Nedap Compliance Framework describes the formal objectives, mission,

important foreign currency – the US dollar – an internal hedging system is

responsibilities and scope of Nedap compliance, including its embedding

used, which means that payments in US dollars are made using US dollars

in the organisation, compliance-related communications, compliance

available elsewhere in the company. In 2020, the US dollar was, after the

monitoring and sanctions. Subjects covered by the compliance framework

euro, the currency used for most transactions. Purchases and sales in this

include product liability, information security, privacy, insider trading, bribery,

currency were balanced (natural hedge), with different payment dates

products and entities subject to sanctions under external legislation and

leading to limited currency gains. At 3% of revenue, the Chinese RMB was

regulations and technical compliance (such as quality marks).

the currency with the highest number of net transactions, which represented
a net gain. A change of 10% in the Chinese RMB exchange rate would affect
the profit for the financial year by €0.6 million.

Recent developments

operations and profits are lessons learnt that have given us valuable

COVID-19 pandemic

knowledge and experience that will be incorporated into the existing risk

As detailed under ‘COVID-19 impact’ in the accounting principles for the

management framework.

financial statements, the COVID-19 outbreak and restrictions imposed by
various governments to stem the spread of the virus had major consequences

In 2020, like in previous years, there was a specific group-wide focus on

for the company in 2020. Thanks to our broad range of business activities

risks relating to IT/Cybersecurity, the supply chain, our North American

and geographic spread, the impact on our profit was ultimately limited in

subsidiaries’ operations, export compliance, fraud prevention, talent

2020. There is, however, still great uncertainty as to the scale and duration

recruitment and development, and other areas.

of this pandemic, which may have further adverse effects on our operations.
In order to be able to control the main risks ensuing from the current

Nedap Compliance Framework

uncertain situation and guarantee our continuity, the Board of Directors is

The Nedap Compliance Framework was further developed and embedded

prioritising employee health, continuity across the supply chain, and the

into the organisation in 2020. Best practices were shared and knowledge on

continuity and financial solidity of the company.

taking responsibility was spread across the business units and subsidiaries.
And we have used training to further increase awareness of Diversity and

There is a limited risk of the current economic uncertainty leading to

Information Security in particular.

impairments. Nedap has, for example, recognised intangible fixed assets to
a limited degree. Given that Nedap has, thus far, not used government relief

The main risks in 2020

funds made available during the COVID-19 pandemic, we are not exposed to

The year 2020 was marked by the outbreak of the COVID-19 pandemic,

the risk of such relief funds ceasing to be available or having to be repaid.

which had a major impact on the global economy. Apart from the pandemic,
no risks in the ‘vital’ and ‘critical’ categories materialised in 2020.

Strategy and risks
In 2020, work went into Nedap’s new strategic plan,

IT/Cybersecurity

which involved extensive talks on the strategic risks with both the

In 2020, IT/Cybersecurity was again high on the agenda and the information

Management Board and the Supervisory Board. It has led to a number of

security officer launched a number of new initiatives, including the creation

newly identified strategic risks, which are listed in the risk table from page

of an Information Security Committee on which all business units and

77. The risk of a pandemic has also been added following the outbreak of

support functions are represented. The Information Security Committee’s

the COVID-19 pandemic in 2020. This outbreak showed that a pandemic can

work includes drawing up the security policy, approving general security

occur very unexpectedly and have a major impact on the global economy.

standards, and monitoring security projects and programmes. To further raise

Nedap’s measures in 2020 to contain the impact of the pandemic on

awareness of information security risks across the organisation, a Nedap-
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wide Information Security Awareness programme has been rolled out, which

Talent development

includes an e-learning programme. This programme will continue to receive a

Attracting, retaining and developing talent is a very important mainstay of

lot of attention in 2021.

the Nedap strategy. Like in 2019, there was net workforce growth in 2020,
by over 50. Due to the COVID-19 outbreak in 2020, we made more intensive

Like in previous years, certification audits were conducted at various

use of online resources for talent recruitment and organised webinars for

business units in 2020 to verify continued conformity with ISAE 3402, ISO

students to build our brand awareness. We were able to tap into the existing

9001, ISO 14001, and ISO 27001/NEN 7510. At other business units, new

talent pools and recruitment sources to the maximum degree and keep

certification processes were set in motion. Furthermore, various penetration

up, and even increase, the quality of our selection process. To increase our

tests and phishing email tests were performed in 2020. The results of these

appeal, we launched a new, fresh employer brand look & feel for campus

tests were shared with employees to raise awareness of threats.

recruitment. The sixth Nedap University group also started with students
with backgrounds in mathematics, physics, and food & technology. With high-

Supply chain

profile events and campaigns, we managed to stand out in the market.

The outbreak of the COVID-19 pandemic in 2020 led to extra pressure on
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the supply chain. A key priority in 2020 was to guarantee the continuity of

Over the past years, further internal training courses and options were added,

deliveries by production partners.

increasing the scope for employees to move up through the ranks at Nedap.

Thanks to activities that we started in 2019, such as auditing processes at

2021

production partners, implementing transparent agreements and procedures,

In 2021, the Board of Directors will again be focusing on controlling the

and amplifying the availability of electronic components, the supply chain

risks associated with the COVID-19 pandemic and, therefore, on the

functioned successfully, even in a year of crisis like 2020, as deliveries

aforementioned priorities of employee health, continuity in the supply chain,

went ahead.

and the company’s continuity and financial solidity.

However, business developments in 2021 will still be determined by the
COVID-19 pandemic to a significant extent. The duration of the pandemic
and the extent of its impact are difficult to predict. Persistent global
uncertainty presents several challenges. For the supply chain, this means that
possible disruptions in the supply of components over the coming year could
have an impact on the reliability of deliveries to our customers and on the cost
of sales of our products.

Aside from that, the following topics will continue to have priority

Our Create & Scale business model is based on developing our own

over the coming year:

propositions and involves greater inherent risk than many other business

•

IT/Cybersecurity.

models. Our risk appetite for this aspect of our operations is relatively

•

Talent development.

high, meaning that analysing and controlling all other risks must be an

•

Nedap Compliance Framework.

important part of our strategic process. Together, we have identified

•

Further harmonisation of administrative processes.

external and internal risks, assessed the impact of these risks, and defined

•

Active monitoring of the Nedap Risk Management Framework.

control measures.

Risks

See pages 9 to 12 for the risk table.

Nedap has designed its Risk Management Framework around its business
processes. Scenario and other analyses were used to identify the risks
involved in each business process. For each risk, an assessment has been
made of the potential impact on the organisation. Risks are grouped in
four categories:
1. Strategic risks.
2. Operational risks.
3. Financial and reporting risks.
4. Compliance risks.
The risk table on the next page lists the main risks and their potential impact,
as well as the main measures taken to mitigate these risks.
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Risk table
The main risks

Potential impact

Mitigation

Sensitivity to
economic cycles

Drop in revenue.
Customers’ payment
arrears.

The portfolio of activities is spread over different markets and geographical areas.
Revenue from recurring software subscriptions (licences) and services outgrows
total revenue.

Speed of
technological
developments

Decreased relevance of
the four core technologies
leading to a worsened
competitive position.

A proposition’s success hinges not only on the technology used, but also
on customer relationships, the supply chain and the greater ecosystem.
Every year, new developers are hired with up-to-date knowledge of current
and upcoming technologies.
Setting up an excellence workstream to support the research process.

Geopolitical developments
with an increasing chance
of social unrest and
conflicts, war,
and terrorism

Threat to the
global economy,
resulting in a
drop in revenue.

The portfolio of activities is spread over different markets and geographical areas.
Revenue from recurring software subscriptions (licences) and services outgrows
total revenue.

Pandemic

Threat to the
global economy,
resulting in a
drop in revenue.

Lessons learnt from the current COVID-19 crisis.
The portfolio of activities is spread over different markets and geographical areas.
Revenue from recurring software subscriptions (licences) and services outgrows
total revenue.
While our revamped supply chain has made component and product delivery more flexible
and reliable, it still requires continuous monitoring.

Cybersecurity and IT

A successful cyberattack
may inflict great
damage on our
company; financial
and legal damage
as well as damage
to our reputation
(customer confidence).

Audits and further roll-out of certifications (ISAE 3402, ISO 9001, ISO 14001
and ISO27001/NEN7510). Appointment of an information security officer in 2019 and
creation of an Information Security Committee in 2020.
Other measures that are currently being implemented are further migration
of our internal IT to the cloud, further embedding of GDPR rules, and penetration test
of applications for customers. Roll-out of e-learning module on information security in 2020.

Strategic risks
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The main risks

Potential impact

Mitigation

Unsuccessful
proposition and product
development

Excessive strain on
financial and human
resources over a
prolonged period without
an instant prospect of
returns on these
investments.

Nedap closely monitors the development and potential of propositions and products.
R&D draws on various business units’ experience and knowledge,
which have been built up over a long period of time. Nedap has a portfolio with
multiple propositions, which reduces Nedap’s dependency on individual propositions.

Unbalanced
portfolio of propositions

An unbalanced portfolio of
propositions resulting in
i) dependence on a limited
number of growth
factors; and/or
ii) limited long-term growth
due to a shortage of
propositions for
long-term growth.

Nedap closely monitors the development and potential of propositions and products.
R&D draws on various business units’ experience and knowledge,
which have been built up over a long period of time. Nedap has a portfolio with
multiple propositions, which reduces Nedap’s dependency on individual propositions.

Attracting,
developing, and
retaining talent

Shortage
of talented
potential employees.

Nedap has launched a large number of initiatives to attract talent,
such as the Nedap Masterclass and Nedap University. Many of Nedap’s training programmes are
also focused on talent development. Nedap counters unwanted staff turnover by implanting a
culture of entrepreneurship and offering competitive employment terms, including an employee
participation plan.

Shortage of
leadership
capabilities

Delay in the
implementation of
the strategy.

Developing leadership talent by offering a Leadership Development programme. Nedap counters
unwanted staff turnover by implanting a culture of entrepreneurship and offering competitive
employment terms, including an employee participation plan.

Shortage of
commercial
capabilities

Lower potential revenue
and/or failure to seize
market leadership
opportunities.

Commercial excellence workstream to utilise knowledge available at business units and share
best practices.

Strategic risks
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The main risks

Potential impact

Mitigation

Dependency on the supply
chain (production and
logistics outsourced)

Insufficient or
late product
availability.

Nedap takes great care in selecting its production and logistics partners and sets the highest
standards. Aside from that, a wide range of measures has been taken, including
the creation of buffer inventories, audits at production partners, using multiple suppliers for
critical products, and improving testing & measuring systems.

IT

Loss or damage on the part of
our customers or partners
as a result of faulty or
inadequately functioning IT
in propositions due to
technical or organisational
reasons.

The Nedap IT Security framework. Appointment of an information security officer and creation
of the Information Security Committee.
Audits at business units as part of certifications (ISAE 3402, ISO 9001, ISO 14001 and ISO
27001/NEN 7510).
Migration of internal IT to the cloud.
Embedding of GDPR legislation.
Penetration testing of applications for customers.

The availability
of materials and
impact of material
price increases

Insufficient or late
product availability.

Creating buffer inventories.
Having multiple suppliers available for critical materials.

Internationalisation,
including new partners

Insufficient access to or
insufficient implementation
capacity at customers.

Availability of an ecosystem with business partners,
implementation partners and technology partners.

Operational risks
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The main risks

Potential impact

Mitigation

Reporting risks

Inaccurate or incomplete
information provided
to shareholders and
other stakeholders.

Reporting based on the International Financial Reporting Standards (IFRS), which are, in fact,
compulsory standards for listed companies in the Netherlands. Having reported figures audited
by an independent external auditor.

Credit risk

Late payment or non-payment
by customers.

Taking out non-payment insurance with a credit insurer. Nedap has insured the credit risk in its
trade receivables wherever possible, whereby over 80% is covered.
If possible, security is requested from trade debtors who
cannot be insured. Where necessary, a provision for doubtful debts is formed.

Liquidity risk

Insufficient availability
of cash and cash equivalents
to be able to cover
short-term obligations.

Sufficient access to capital.
One measure taken in response to this risk was to take out an ample credit facility that runs
through to April 2026, which is not subject to covenants.
A conservative net debt/EBITDA target of a maximum of 1.5 and a solvency target of at least 45%.
Deviations from this target figure are possible if necessary for strategic reasons.

Currency risk

Loss of shareholder value
due to adverse exchange
rate developments.

Limited number of transactions in currencies other than the euro. When financially advantageous,
currency risk is hedged. In 2020, the US dollar was, after the euro, the currency used for most
transactions. Purchases and sales in this currency were
balanced (natural hedge), with different payment dates
leading to limited currency gains. At 3% of revenue, the Chinese RMB was the currency with the
highest number of net transactions,
which represented a net gain.

National and international
legislation and regulations

Fines, sanctions and/or
damage to reputation.

Nedap Compliance Framework.

Fraud & corruption

Fines, sanctions and/or
damage to reputation.

Strong informal system of checks & balances.
Several formal rules and policies, including a whistle-blower policy and a code of conduct.

Financial risks
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Compliance risks

The main risks

the services we provide to our customers. Raising awareness of different

To give stakeholders more detailed insight into Nedap’s risk profile, we have

forms of digital threats, as well as the implementation of measures to

identified the three main risks from the above table, as explained below:

minimise the chance of business disruptions caused by such threats and the
potentially ensuing losses, is a continuous process that Nedap takes very

1. Proposition development

seriously. The appointment of an information security officer and striking up

It is of vital importance to Nedap to have a sufficient number of value-

cybersecurity partnerships with other companies and organisations are just

creating propositions that also allow us to stay relevant for customers in

two of the measures we have taken to guarantee our information security.

the future. For many of Nedap’s propositions, it takes a (considerable)
number of years before we know how successful they are. And successful
propositions can be thwarted by technological changes, causing market
positions to change rapidly. Nedap mitigates this risk by closely monitoring
the performance and potential of individual propositions. Having a portfolio
with multiple propositions reduces Nedap’s dependency on individual
propositions.
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IT is an integrated part of many of Nedap’s propositions to ensure they are
aligned with current and future market requirements. IT outages due to
technical or organisational reasons cause a proposition to lose a lot of its
functionality, exposing customers and partners to potential losses.
2. Talent development and recruitment
Nedap staff in the Netherlands and internationally are the basis of our
competitive strength, our capacity for innovation and the company’s
continuity. One of the biggest risk factors is therefore an inability to attract,
retain and develop enough top talent. To reduce this risk, Nedap has
launched various initiatives in the area of people excellence.
3. IT/Cybersecurity
Relevant, reliable, and timely information provision is becoming ever more
important. This applies not only to our internal process, but increasingly to

